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Showtime aims r
to take bite out
of cable crime
BY KRISTINE GARCIA
SPECIAl. TO ELECTROtIIC MEOlA

NEW YORK-Showtlme Net­
works alms to help Its cable sys­
tem affIliates do something
about the estimated $4.7 bIllion
lost to cable piracy every year.

The network has hired Tele­
commURlCatlons Secunty Inc ..
an agency speclahzlnll m cable
security. to work with multtple
sYstem operators and affiliates
to create strategies to illlht slg­
nallhel!

Showtlme w,lI cover the costs
01 TSl's l:lltlal presentation to
Individual systems addressmg
the scope 01 the problem and
recommending what can be
done to Increase revenue. Show­
time could not sav what the
pnce tal( 01 the eUoft may be.

The MSOs and mdlvldual svs­
tems. however. Will be responsI­
ble for the cost of Implementing
any TSI recommendations.

"We will hope affiliates take
advantage of this revenue op­
portumty," said Jeff Wade. ex­
ecutive VIce president 01 sales
and affiliate marketing for
Showtlme Networks.

"There IS a market here: the
unauthonzed subscnber.··

Accordmg to TSI consultants
Phillip Demmg and Richard
McCaffery. the only way to tap
this market IS through Signal se­
cunty.

The plannang process mcludes
researchang the system's theft
problem. investigating person­
nel. deslgrung employee and
contractor poliCies. and educat­
mil: subscnbers who perceive
stgnal theft as a v'Ctllnless
cnme.

Another problem facmg cable
operators IS the sophisticated
methods used by those selling il­
legal descrambling deVICes.

"They have glossy color publi­
cations [catalogs] that make It
easy for the consumer because
theY seem so legitimate:' ~.
Demmg said.

In 1995 more than 2.000
theft-aI-serVice cases were
prosecuted natlonWlde. up more
than 25 percent from 1993. Fig­
ures for 1994 were unavailable.'
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Man charged in
cable device sale

NASHUA - A Nashua man ....tho
allegedly took out a newspaper ad to
dnun up busines6 landed in jail, ac­
cused of M1UDg devices to allow pe0­
ple to receive eable TV ehanDeJa they
aren'~ paying for.

Christian Spalthoff. 54. is
chareed with possesaiJIi and aeUinI
fraudulent communicatiuns equip-
menL

Police said the investigation be­
gan after a cable f.eleviaion company
reported seeing I newspaper ad for
cable converter boxes. Police said
Spalthoff was arrested af\er eelDni
one ur the boxes to an undereover
detective. Officers ll':tlng on a aearch
w:uTlnt. round about 25 more at his
apartmenL

It.'a illegal to make. offer for sale.
b-ansfer or liVe information on mak·
ing the converter boxes. It's alao U·
leial to have one. tAP)



On Boxing By Jay Searcy

PHil ADELPHIA IrtQUfR£R JUN 05 1996

Arum bat.tles pay-per-view pirates
, , .

lfeellend llIeeUn. In TOrOUIQ ~
,-'een 1'ylOn promol,r DOll Kine.
HoI,fleid lod Hol,field's .noroer.
JI. names. The nCh' woul. ,.ke
pllee In Ihe f.1I alter Tyton flabU
Bruci SeldoD for ~Idoa'i World
80dDI Anoel,tlon crOWD 011 "eI,
U.

A rib IDjiry forced 1)'IOD to puU '
o.t of tile Novea.ber .99. Holyfield
bcnn, ad 1yJOn • ., sent to ,ri!lOD
on • r. COD\1cIl0il befort II could
be retched.ted.WIt, won' 1)'JoD ddeod bit WBC
IItlt .I.st 8rltala', LeDan ~wls.

utllIDtDI b. d.feats SeIdoD DellI
IDODlb7 ec.ue 1)JOO I••nder ell­

dasi" TV CODttlC! to SIlowhlle
nd ~wls is UDcIet' Ud«'lYf cM
IrlCl 10 rival HBO. 1,lOn wlllll~ep

the ~A "tm., ·b. lur~lr will
,.Ile rro.. Seldon.• III uadudol.

I but r.'b.r ttian defend bis woe
; crown •••lnsl ~"'" .. tie courtt
hue mandated, f:le will VlUle tb"
liUf, Ibus freeinl hIm 10 meet Holy'
field. Lewis ltU liven U mtllion 1o
S'Itp .slde IDd .now tbe Seldon·'!)'
JOn rtlht. .

The Chavez-D~ La Hoya fIght will be shown. mainly
on clo$ed-circuit TV. The promoter has his reasons.

B.II)"'" I~' prlc. Jumps to us oa
ftCbl d." .

fheTV card. ,,1*' ttln,.I' p.lD.
Pbil.cle,plala u tiC I _.

Unless you're • hllh roller with p.,-,t,·,,'ew Op......che. ,.r••ed en's .Itci r ariD, ur. Serre·
.n ,,,vltat'OI'O"rI••.es....UI.t ..p.... '. . nos, •.t_IIl bl....l. of Cb,veI'....
.n AUanlic Cit, cMbJo, ,~ wtll cott .......' 10 ,.1'" cuar.Dleet Ibis Abo Oft .be clrd: ~ worldJWlJqr.
you SJO for c:loseddrcull cottr.. .,•• 1leea,.1 needH "' .'WOD to hDtIJIlW.I",t tide ..ta. belwMD
ot ''1-,'nlebt', Oscar De Lt lIor.· 'par for lb. 0 , __nd I Deeded, lb. . cb••pI~D Jolaina, f.... All. baa .
"1:1"0 ,. Cellr Ow". s_pt,-II.ht- ..OD.' ......I toftltefllb••" Arum AlYlres 01 Col.."la ad • beavy-
weiabt DII.· fllbl. -lakla IJ .Idled· ' .Id ye.s1trd., from 1M \1.....'TIIe wellbl Itout bet••ea _.ebod,
ultd 10 ...rl ~lweeD II 'Dd tUD . bll ea". CCIIDpltlHt woulda'l "v. n.llled ....u.rbetn (Em Esc.) aael
p.... at Caetart P.liCe· In LeI v..... m. &~,ant...." " IOlMbod, named Gear.. Clark.

Exception: 11Iose who lappen to ... I few., xan.red EUI Coul ....,..kI~T;.e. 'Hd? .r~er
be laoe; Greele, Med.. Cabl,'. lrea, lUCIa It Pblt"'etp~" wbere he•.,...... c•••p E.,uder 1101,­
I"~ .u~.btf'l In So... PhU.· sala .....w, eeMe ClO.pa,,'a flel~f.D4IW.t"8o1lnl COUDda d.
delphi., SOulhwtlt Phll••I,... were oftertd ",-per.new. Oftl, tUII •• 1)Ioa...hose ch_pion·
in4 parIS or !'forth Phll_l,bl.. Cre••er Medl., .blcb II., for $bl, boal WIS Uaceled In .". lb"
tbey eet I~ lor S29.95 IDd Ibe, ,e' It about ~,$OO ..... wu IDlar.e4 fin.'" pc It OD. Tbe Atllnta Jour.
In the'r Ii_IS. 'nIere II DO «ber So••tir ., In InYl,.lfoD rro... a ...coudt.'''' reported dial .'
hom. TV In lb. rectoD, tftf"a-tn. friend wltll I q~..Medta C.bl. bHic 11,...eDt WIS neche4 It •
else' Is clostd<lrcI.t. . hootu,,'or bi, • del.. for Oil' of
, Tile .tea.: PromCller lob Ana Ihe follow'nl .ret deIed-drcult51" !at'luiu oIlosla, .1I1~u" venues: Fetton"Su'pper cau' on RIs­

cluse or biG.... ~.n. "'14~ steal pe,- 'naSun Ave. (21S.uHtOU. 'he Tow­
peI.vlew procra•• wllh deylctl Ir Thetttr In Upper Dub, (2ISa36t­
thlt ..nscramble· the TV 1111'.1: ,'. 9OOO).s,oJ"l.2oIIe Ca~e _. Levlnown
Closed<l~ TV " ....~ect '0 (21.5·""''''), 1t~.11 Te.... Tb.

be A,.m', WI' 0' wlfnlol t'e cable .ter'" Itetdlnl (61N7I4I7S), BaI­
co...panlel 10 do soJfttthlnl~ 1)''1 Or.ad HOtel uel ~Ino ill At·
the theft problem qr tose .... J"S- I.DUe ·Clty (.·)tII.11fO), Girden
DIone, bol~ ArUID estlll.tes fll.t St.ee 'ark InCherr, NUl (......
In some tecttOlS of 1M t09ner" up .tOO) or. Cumbcrl.nd Cooat,. Col­
'0 SO ptr~'Dt or lhe .udleDc~10.' Itls lellt In Vlntl.nd (6094t1-l6oo). M '
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The reaun. of Tlme Wamer cable of New York City'. tap audit.

111ft

Time Warner Cable
From legal action NYC aRacksto education

thell at altlevels
By Kathleen Scopp. Vice President and

General Counsel. TIme Warner Cable of New
York City; Barry Rosenblum, President. TWC­
NYC; and Daniel J. Lefkowitz. Trial Counsel.
TIme Warner Cable

Editor's note: This is the second winning
paper in the NCTA's sigfUJl security contest.

•

Time Warner Cable of New
York City ('"TWCNYC'), a
division ofTune Warner
Entertainment Company. L.P.• is
a cable television operator

which serves more than 1 million subscribers
throughout its franchise areas, which include
all of Manhattan and Queens. N.Y. and pans of
Brooklyn. N.Y. This is the largest cable cluster
in the United States. Our headquarters is in
Manhattan. and our five area offices are locat­
ed in Woodside. College Point. Rushing and

Jamaica, Queens, and Park Slope, Brooklyn.
We secure our system initially by providing

each TWCNYC subscriber with one of three
different types of addressable convertors and
decoders manufactured by Jerrold, Tocom and
Pioneer. These devices communicate with
TWCNYC's facilities and enable subscribers
to access and view the exact level of program­
ming services to which they subscribe.

Additionally, for over 10 years, we at lWC­
NYC have aggressively combatted the theft of
cable services. However, as the magnitude of
theft of services grew significantly in our fran­
chise areas (and nationwide) in recent years. we
felt we had to do more to protect our system and
programming services. To that end, we designed
and implemented a comprehensive program to
secure the integrity of the system and to aggres­
sively prosecute those who engage. or assist, in
the unauthorized interception of cable television
programming services at all levels.

Specifically, TWCNYC targeted theft of pro­
gramming services by individual subscribers
and commercial locations, and those who
engage in the manufacture, sale or distribution
of pirate cable television decoding devices and
equipment. TWCNYC worked with federal law
enforcement agencies, private investigators and
legal experts; employed electronic countermea­
sures; conducted a tap audit campaign; and
instituted a theft-of-services hotline.

We further committed resources to educate
our subscribers about the harm TWCNYC suf·
fers from theft and the consequences of engag
ing in such theft. As discussed below,
TWCNYC's educational efforts included tele­
vision public service announcements, print
advertisements and direct mailings. In addi­
tion, where appropriate. we publicized the
results of some of our anti-theft efforts in
order to spread a message of deterrence to

. those who would steal programming services
or enable others to do so.

PrDgnm Implementation and results
I. Investigation and civil prosecution of

major manufacturers. TWCNYC utilizes pri­
vate investigators to identify and investigate
distributors of pirate decoding devices
throughout the United States which sell such
devices into TWCNYC's franchise areas.
Common sources of such investigations are
print advertisements containing "1-800" tele
phone numbers. Such advertisements are
found in myriad publications, including sci­
ence and technical magazines such as Populi
Mechanics and Nuts and Volts. These investi
gations have resulted in the civil prosecutior
of numerous distributors of such devices.
including such major distributors as FreedOl
Electronics Inc.• U.S. Cable Inc., and Cable
Box Wholesalers Inc. Freedom Electronics
operated in Rorida, U.S. Cable operated in
Florida and New York. and Cable Box
Wholesalers operated in Arizona.

In each ofTWCNYC's investigations and
resulting civil prosecutions against Freedom
Electronics. U.S. Cable and Cable Box
Wholesalers. TWCNYC's investigators madl
controlled purchases by telephone of pirate
devices. anempting in the process to elicit v~

able admissions from the sales representativl
In the investigations of U.S. Cable and Cabll
Box Wholesalers, the telephone conversatiol
were recorded on audio tape which was late
transcribed for use as evidence in the civil c

Upon receiving the devices they purcha
TWCNYC's investigators conducted tests
determine each device's descrambling call
ities. These tests simply involved connect;
each device to TWCNYC's cable televisic

---. --~-_ . __ ._ , '" n _ .
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A csrtoon which .ppeared In the New York Poat ImlMd.tely.lter 11me W.m.r Introduced Its first
"bullet c••e... which d/ubled hundred. of lIIeg.' decoders.

for which we were recently awarded $7.44
million in damages plus attorneys' fees. This
was a significant victory. and it appears that
U.S. Cable is finally out of business for goo<
In regard to Cable Box Wholesalers. we wer
recently awarded partial summary judgment
and are awaiting a substantial damage award
for hundreds of violations of 47 U.S.c. sec­
tions 553 and 605.

2. Actions against mail order purchasers
descrambling devices. Through the civil pro
cutions of Freedom Electronics. U.S. Cable
and Cable Box Wholesalers. TWCNYC rece
ered extensive computer records detailing te
of thousands of sales of illegal pirate decodi
devices to individuals and subdistributors
across the United States. We have downloac

those records and are presently ~

suing litigation against TWCNY
subscribers who purchased piratl
cable decoding devices from the
three mail order descrambler sal
operations mentioned above.

Prior to commencing civil acti'
against these TWCNYC subscrib
TWCNYC sends letters to them
inviting pre-litigation settlement.
This approach reduces significanl
the number of subscribers agains
whom TWCNYC has to resort tc
judicial interVention. Once a civi
action against the remaining sub­
scribers is filed. more settlemen~

obtained without the need for fw
proceedings. All those who settle
whether prior or subsequent to tI
commencement of litigation. mu
agree as part of the settlement nc
engage in such conduct in the fu
In the cases of those who settle l

the commencement of litigation,
are subject to pennanent injunct
prohibiting them from ever agail
engaging in theft of services. Th
penalties for violating these injUl
lions is stiff. As a resUlt. we haVI

found that there are few repeat offenders ar
those who senle these cases. Those who do
settle are civilly prosecuted to final judgme

3. Investigation and criminal prosecutio
local distributors. TWCNYC conducts invl
gations in conjunction with Federal and N
York State law enforcement agencies. inel'
the Federal Bureau of Investigation. the U
States Secret Service. and the District
Attorneys' offices in each of the boroughs
New York City. to identify and criminally
cute distributors of pirate cable decoding
devices. For instance, in conjunction with
Queens County. New York District Attom

U.S. Cable. the defendant attempted to re·enter
the decoder sales business less than a month
after its payment of a substantial settlement
sum. In a civil contempt prosecution com­
menced immediately thereafter. TWCNYC
was able to identify the importation and pend­
ing sale of approximately 8.000 illegal "pan­
cake" cable deseramblers and to have such
devices seized by the U.S. Marshal Service
before such devices could enter the black. mar­
ket. TWCNYC also learned that U.S. Cable
had sold its "SOO" number to another pirate
descrambler sales operation. We then success­
fully prosecuted U.S. Cable's civil cOntempt.

In the three cases described here. an approx.i­
mate total of 35.000 pirate decoder devices
was seized.

In the cases of Freedom Electronics and
U.S. Cable. TWCNYC obtained. at a total COSl

of less than $100.000. cash settlements totaling
more than $1.2 million as well as court­
ordered permanent injunctions prohibiting
each pirate from ever again selling decoding
devices. In the process. TWCNYC's litigation
generated reported decisions which have sig­
nificant precedential value to future civil pros­
ecutions of such manufacturers by cable televi­
sion companies.

TWCNYC has also demonstrated a commit­
ment to insuring that such pirate decoder oper­
ations do not resume activity. In the case of

.... ~.~

• . .... ~~"''f''ro,.t ", ..',
• • , .... ,,: ~~"""lr.:~Mf:""'" "\t--"

'''~·.''Yi'~~~-·'''''''·t;·~-'·~~~x.,· '~.'"' .•.~~~.'.~. -?' ;' ,',:'!' 'l<;.:,~..;,~ ' ,. • ". "- ;~.~ •
• ""Oil;' ~. ...../A'~ ~ -: •.*' .:. .. - ; .'~ .~ ,.. -' ..~-"";'.~ ' •

experts. developed a strategy whereby TWC­
NYC commenced actions against each respec­
tive decoder sales operation. Simultaneously.
1WCNYC sought immediate relief. including
court orders directing the seizure by the United
States Marshal Service of the pirates' entire
stock of illegal decoding devices. all related
business and computer records. and other evi­
dence. Such orders also provided for a freeze
of defendants' assets. This strategy was
designed to expedite the civil litigation
process. secure evidence. put the pirates rapid­
ly out of business. and preserve for judgment
collection the assets of the illegal enterprises..
1M

•

system and observing unscram­
bled premium and pay-per-view
programming. The tests were
carefully documented. and the
devices were secured for use as
evidence in the civil cases.

The investigators then identified the busi­
ness organization of each of the pirate decoder
sale operations. including the identities of cor­
porate parents. shareholders and the officers
responsible for business conduct. They further
identified any Known corporate assets. includ­
ing bank accounts. which were generated by
these identities from the illegal sale of pirate
cable decoding devices.

When such investigations were completed.
TWCNYC. in conjunction with outside legal
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TWCNYC runs a variety of ads to educate Its subscribers about
the effect. of theft of services.

•

office. TWCNYC's investiga­
tions resulted in arrests of six
different distributors of pirate
devices in the New York area. Of
these arrests. three ultimately
resulted in felony convictions.

two resulted in misdemeanor convictions and
one case is pending. Furthermore. these investi­
gations and prosecutions resulted in the destruc­
tion of more than 1.000 pirate decoders and the
turnover of more than $30.000 of the distribu­
tors' assets. representing proceeds of their ille­
gal businesses. Such investigations originate
from a variety of sources, including the hotline
described below, which generates approximate·
Iy 15 to 30 calls per week, recovered flyers
advertising the sale of pirate decoding devices
and word-of-mouth tips. In addition, such inves­
tigations often reveal that those dis­
tributors buy and sell from each other.
As a result, an investigation of one
distributor often produces evidence
which strengthens civil and criminal
prosecutions of other distributors.

4. Audits of commercial establish­
ments. TWCNYC regularly utilizes
the services of private investigators to
audit commercial subscribers and
identify those which intercept
TWCNYC's programming services.
These investigators regularly audit
commercial subscribers which pub­
licly display, without authorization or
payment, TWCNYC's premium and
pay-per-view services such as profes­
sional boxing events and major
motion pictures. The investigators
also audit non-subscriber commercial
establishments which access
TWCNYC's system by way of unau­
thorized splices and attachments. We
engaged in the civil prosecution of
more than 100 commercial establish­
ments in 1995. and of those, we have
either settled with or obtained judg­
ments against 42. recovering a total
of more than $175.000. Litigation is
pending against the remainder.

5. Electronic countermeasures.
With the support and assistance of
General Instrument. manufacturer of the
Jerrold and Tocom devices used by TWCNYC,
and Pioneer. TWCNYC routinely employs
electronic countermeasures or "bullets." The
employment of such countermeasures results in
the disabling of pirate decoders, thus removing
such devices from TWCNYC's system. TWC­
NYC then civilly prosecutes those subscribers
who are found to have used such devices to
steal TWCNYC's services. Such cases, in

which litigation against some defendams IS still
pending. have resulted in settlements with
numerous defendants totaling in excess of
5230.000. The settlement agreements TWC­
NYC enters into in these cases contain perma­
nent injunctions identical to those described
above. TWCNYC anticipates additional settle­
ments as the cases progress. Employment of
these countermeasures also causes word to be
spread that TWCNYC is diligent in protecting
the integrity of its system. thus deterring sub­
scribers from engaging in such conduct.

6. Tap audit campaign. In 1995.
TWCNYC's tap audit campaign. which uti­
lized both TWCNYC employees and outside
contractors. resulted in the audits of 250.000
locations. Through it. we found a total of
53,TII unauthorized subscribers, representing

a theft ratio of 21 percent. TWCNYC recov­
ered convertors from 20 percent of these indi­
viduals. More importantly. the majority of the
subscribers from whom we recovered modified
convertors thereafter became paying sub­
scribers. resulting in a gain of approximately
10.500 subscribers for a gross annual revenue
of more than $483.000.

7. Hotline. TWCNYC also instituted a hot­
line which subscribers may call to report theft

of services. This hotline has been quite suc­
cessful. attracting approximately 15 to 30
leads per week. Such leads often result in the
criminal or civil prosecution of pirate descram.
bIer manufacturers and end-users.

8. Education. In an effort to educate its sub­
scribers about the effects of theft of services.
TWCNYC runs television and radio public ser·
vice announcements and places print advertise­
ments in publications which are distributed in
the TWCNYC franchise areas. TWCNYC also
uses direct mail to educate subscribers. These
mailings provide a reminder to subscribers and
supplement our other educational efforts.

Applicability 10 olber operalors
The TWCNYC signal security program

attacks theft at all levels. The program has had
both an enormous impact on the edu­
cation of TWCNYC's subscribers that
theft of services will not be tolerated.
while also being a revenue-generating
aspect ofTWCNYC's business. By
using the established successful tech­
niques employed by TWCNYC, other
operators can address many of their
security problems while participating
in sending a message to those profit­
ing from theft that such conduct will
not be tolerated by the cable industry.
As part of our program to combat
theft of services throughout the indus­
try, we have provided to the NCTA
and other MSOs customized lists of
pirate decoder purchasers who reside
in those companies' franchise areas.
which were obtained from illegal dis­
tributors such as Freedom Electronics.
U.S. Cable and Cable Box
Wholesalers. Information of this type
can serve as a starting point to combat
theft by subscribers in other systems.

The entire organization of TWC­
NYC has worked diligently in imple­
menting this program. Through it, we
have made notable progress in identi­
fying and eliminating sources of theft
of our services at all levels, and in the
process. we have educated our sub-
scribers about the effects of such theft.

We are further committed to continuing
these efforts through new and innovative
means. striving to repeat our successes and
learn from our failures. TWCNYC's comin­
ued commitment to eradicating the problem
of theft will enable us to be more competi­
tive. resulting in higher quality services to
our subscribers. CIiD

This anicJe is reprinted with permission of
the NITA.
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Tel Says It Can Prove Set-Tops Were Altered, Used
By LINDA HAUGSTED

C
able signal thieves in
Carefree. Anz.. arent
carefree anvrnore after

Tel Cable ofScottSdale notified
them and SImilar customers
throuRhout Maricopa County
that they are about to be sued.

Local Thle-Communications
Inc. officials believe this anti­
piracy campaign is different
because executives believe
they have found a way to prove
"irrefutably" in court that the
"black boxes" they target were
actually used by the con­
sumers to view premium units

or pay-per-view events for
which they did nol pay.

The cable operator won't de­
scribe how they're confirming
service, for fear of tipping off
box suppliers. The technique
was developed in concert with
General Instrument Corp. Its
Jerrold- and GI-Iabeled boxes

are used legitimately in the
61,OOO-subscriber system.

If the proofs hold up in
court, they wil1 eliminate the
primary defenses that most
consumers use when con­
fronted by their cable opera­
tor: that they inherited the
box from former residents, or

never used it for unlawful
purposes.

Arizona operators also have
the backing of the state Attor·
ney General's Office. Although
federal statutes promote the
private purchase and use of
set·tops from third-party
manufacturers, the Arizona
attorney has taken the stand
that there are no legitimate
uses for set-tops that have
been altered.

TCrs work orders also state
that consumers are barred
from using set-tops that have
not been issued or authonzed
by the local operator. Such no·
tifications are a key strategy
in cable theft prosecutions. eX­
perts said.

Many cable
pirates claim

that they never
used the illegal

boxes.

The city also supports the
anti-theft campaign; it
granted TCI a waiver of the
requirement that it give al­
leged pirates 30-day notifica·
tion before terminating ser·
vice.

Ben Baltes, TCl's system
marketing manager, said thE
system launched a three·
month investigation due U:
consumer complaints. He con·
ceded that those have in·
creued in the face of the dou
ble-digit rate increases tha'
Tel bu pushed through.

Scottlldale-area consumer.
are mad that some of thet
neighbors get service free-of
charge due to the illega
boxes, while subscribers mus
pay more for cable.

Baltes estimated the Scotts
dale system's annual loss t.
theft at $2.5 million.

Operators also fear threat
from PPV producers that the
will move high-profile event!
including bolting, to doeed-cil
cuit distribution if operator
don't clamp down on theft, h
added.

TCI sent restitution dt
mands to 400 alleged thieve
notifying them that they 81

subject to up to $10.000 i
damages and attorney's fee
The letters didn't generate 8

immediate response, but thl
spiked after a press confe
ence lut Wednesday featu
ing Scottsdale deputy chi
James Kershner. Baltes sa
by Thursday afternoon. s
boxes had been voluntarily r
turned, and calls w attome
by the targeted consumers
initiate negotiations had I

I creased."



Gunmen Rob 300 Boxes in New York
By .JOE ESTRELLA

T"'I> <lrmed cable pIrates
masqueradmJ{ ;.I. Job
appllcanLs recenLly

ha~ged :lOO con verter boxes
owned by TIme Warner Ca­
ble of New York, with an es­
timated value of more than
~ l:lO.UUO.

The gunmen were pre­
tend lOll: La apply for Jobs at
the offices of a Time Warner
,nstallatlon contractor In
Yonkers. S.Y.. when a com­
pany truck arrIved to de­
II ver the converter boxes.

However. the paIr were
,pparl'ml v aware that alter
,ear, ." ha"lnt! It, ,hlP'
'neJlb hl)acked. Time
Warner was 10 the habit of
.hadowInt! Its dell\'t'r\'
. ruckf> wlth armed !'!uard:;.

"In thIS partIcular case.
'.he thlt'ves waILed until th"
,ruck ~ot to Lhe locatlon.
<lnd the guards had lefi.
'hlnklng t'vt"rythln~ was
(JK: 'aId Barr\' Rosenblum.
president "I' Time Warner
I 'ahle "I' ~ew York. "Then

they took their Iluns out and
5tole the truck and the con­
verters.

Time Warner "stlmates
t hat Its averall:e customer
pays :£40 a month for cable
programmJDg, whIch means
tbat 300 10lt converters
translates into another
S144.000 a year In 101lt rev­
enues.

But slOce a cable p,rate
typically uses stolen con­
,'eners to steal high-dollar
pay-per-vlew programmJDg,
•t's believed Time Warner's
loaaes WIll be much higher.

"It's not JUSt the loss in
terms of the cost of the box:
ROllenblum -,lid. 'The hill:
\OSll to us ,s that t'ach of
those boxell Will be ulled to
,teal from u.. The actual
merchandl.e thev-teal "
much !1realer Lhan Iwhat I
the averal(e cuslomer mll~ht

purchase."
Bob Astanta. head of se­

cuntv lor Cablevlslon S~s­

terns Corp. and co-chaIT for
t he Coalition Opposm!! Sill:­
nal Theft. an advlsorv erouo

to the :-IatlOnal Cable TeleV'l·
"On A.soclatlons (lffice nf
Cable SIt!nal Theft. ,aId the
lOstances of armed robberv
IO"olv.ng cable equIpment
are on the Tlse.

"It's becommg a bigger
problem than we ever antic­
ipated: Astarita said. "But
we must be dOln!! .omethmi(
nght In attemptm~ to keep
,orne of the IOventorv nut nf
the pIrate market. because
they're haVing 10 resort to
5tlckups, holdups and hi"
Jackmgs across the country.

"It's because It's so lucra­
tive. I'\'e had some pIrates
tell me ,t's hetter than
dru!!"." ..\starlta ,ald.

.-\$tarlt3 l.!ot ~ume t',rst­
hand "xpenence tOvolvtOl!
armed cable thIeves ,I r..w
'ear< hack. when ("'e
masked I(unmen In"adt'd "
(. able- .... ls10n warehouse III

the Bronx.
The mCldent resulted to a

hostas:e situation that dete­
riorated into a gun battle
With the :-lew York Police
D"'oartment...
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Cop among 4 sued
over cable boxes
By Gary SUlSweln
The Patrtot Ledger

A Weymouth police lergeant il one of four SouthS~r'
relidentl being iued by Harr,on Cable for allea-Y
stealing premium and pay-per·Vlew TV programs.

Paul M. Caaey, a police officer for, 13 yelU'll andha
sergeant einee October, denies Harron s claim that .e
owned an illegal cable deacrambling box for 3~~ In
the early 19901. He is acbeduled to defend himaelf m a
civil trial in Wareham District Court on May 14. .,

The other defendantl are Ronald Caron, a ~hnlaaD
at Channel 7: David Campbell. tbe f~rmerpresllient of 8
RocldaDd-bated engineering conaultmg firm; and Frank
Scarpino of'Pembroke. \,\...

Harronis auing them for $20,000 for each descramb.-.
box. plus intefelt and court c:c.t.. ,

Allthe defendant. are f.,bting the .cc~tl0na. .
They either refuNd to comment on the1%' cuee or did

not mum c:a1la from The Patriot Ledpr.
The cable company laY' tbe four bo~ght .the de­

tcramblen for about $200 each from a Califonua-baMcl
I companY called Global Cable Networka. ",,-_

TUdeecramblera can be attached to cable bos& I.~
company laY' they allow viewen to receive more than

,Please see CABLE - Page 11

4 sued over cable descramblers
.:CABLE
'Cl:lntinued from Page 1
oj; .

no,ooo worth of premium channels
and pay-per-view programminl a
year at no COl$t.
.•'Global was shut down by the
federal iOvernment in 1993. and the
FBI gave a list of the company's
elastomers to Harron officiala. The
company hired a private investigator
to check them out.

.. About 25 of the customera reached
out-of'court settlements of between
$5,000 and $10,000. Harron baa said.

•Last month. a Plymouth Diatriet
COurt judce dropped the fine ...mat
a pair of confeued cable pirates from
$50,000. the maximum, allowed by
lew, to leu than $300.

. In court documents. the four de­
f~ndants claim that Harron's private
il'lvestigator. Frank McGovern, falae­
Iy identified himself as an FBI agent
when he visited them.

Caron says McGovern trespaaaed
on hie property. Harron attorney
David Sorrenti said that's not true.

Court records ahow that each of
thedefeDdanta is offering a aligbtly

different defense against Harron',
claims.

• Casey, 34, lives in Abington. He
is repruenting himself in court and
saya he never ordered a deecrambler
from Global. But McGovern aays
Casey admitted he bought the de­
scrambler in October 1990 and threw
it out becauae it didn't work.

Casey is countersuing Harron "for
severe emotional distress incurred as
a direct result of the intentional.
willful, malicious statements made
apmat the defendant."

• Caron, ~6, of Pembroke. identi­
fied himHU in court recorda .1 a
ChanDel7 employee. In court papers,
be said the deacrambl.r he bought in
1990 nev.r allowed bim. to receive
prwmium cbaDne1e and that be rw­
turned it .hortly alter he bought it.

Lut month. Channel 7 aired a
news atory on the Pembroke cable
piratel who had been fined S50.000.

• Campbell. 50, is listed in court
recorda AI president of Briggs Asso­
ciatea Inc.• an engineering consulting
firm in Rockland. Employees there
aay Campbell left the company sever·
a1 montba ago.

In 1994, he allepdly told McGov­
em that he had bought two de~
acramblm aDd. gave one to a relative.·
Since then, be baa reluaed to answer
10m. questions in d.poaitiona, "rou­
tinely rely(ing> on his privilege
apinat self-incrimination." accord­
ing to a brief submitted by Sorrenti.

Brlga Auociatea is abo named &&

a defendant in the suit becauae
Campbell allegedly had the de­
scramblers delivered to his office.

Because Campbell lives in Ply·
mouth. where Adelphia Cable pro­
videa aervice, Adelphia ia a co-plain­
tiff.

• Scarpino. 50. returned the de­
scrambler to McGov.rn, according to
court papers. H. laid it never worked
u he had hoped it would and that he
lIubscribed to Harron'. "deluxe" pro­
gramming package ahortly after­
warda.

"From businesamen to people that
are poliee and lawyers. it certainly
does cross a wide band of jobs and
lifeltylet." {ortner Harron bUlineas
manager Dianne Planeky laid about
accuaed cable pirates.



Mass. Court Fines Cable Pirate $50,000
By JOE ESTRELLA

AMassachusetts District
Court recently handed
down the largest fine

ever imposed on an individual
user of illegal cable television
descrambling devices.

Plymouth District Court

Judge Thomas Brownell hit
Patrick and Laurie Philie of
Pembroke, Mass., with a
$50,000 fine for using a bogus
descrambler to steal premium
and pay-per-view services
from Harron Cablevision from
1990 to 1993.

The fine was the maximum

allowed under federal law, and
it included $8,000 in interest
and $2,000 in legal fees.

MI don't think we're going to
collect,M conceded Dianne
Plansky, business manager for
Harron Cablevision of Massa­
chusetts, which owns the
28,OOO-subscriber system that

serves seven South Shore com­
munities. "What I hope for is
that it wili stop other people
from stealing.M

Jim Allen, head of the Na­
tional Cable Thlevision Associ­
ation's Office of Cable Signal
Theft, said the growing list of
descrambling cases reflects

the industry's newfound re­
solve to pursue individual
users of illegal set-top devices,
rather than just large-scale
distributors.

"In the overall scheme of
things, it's finally being real­
ized that the problem with
unauthorized set-top devices
needs to be communicated to
consumers,M Allen said.

Plansky said a 1992 survey
by the NCTA estimated that a
system like Harron's loses
$325,000 to cable theft each
year.

The Philies were among 30
Harron Cablevision sub­
scribers that had purchased il­
legal descrambling devices
from Global Cable Network, a
California-based entity from
which the Federal Bureau of
Investigation obtained a list of
clients.

Some 25 Harron customers
on the FBrs list have reached
settlements with the company
ranging from $2,500 to
$10,000. Four others are
awaiting tria1 dates.

The Philies did not return
calls for comment last week.

However, in an interview
with the Boston Globe, Patrick
Philie said he purchased the
device for $150 in 1990, but he
got rid of it a few weeks later
when he discovered that it was
illegal.

MJ had it for less than a
month, and they're trying to
stick me for years,M Philie was
quoted as saying in the Globe.

The couple's attorney, lra
Lukens, has asked the court to
reduce the fine to $100. A
hearing date has been set for
April 16.

The NCTA estimates that
2,000 descrambling cases were
tried in the U.S. last year._
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BAR TAB: A Louisiana federal dis­
trict court judge has fined a New
Orleans bar a total of $27.100 for show­
ing blacked-out New Orleans Saints
games, according to the NFL. The
league's lawsuit was part of its aggre$­
sive effort to stamp out signal piracy
and persuade more bars and restau.­
rants to subscribe to its NFL Sunday
Ticket package on satellite TV.
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Gunmen Shoot Comcast Worker at Warehouse

An employee at Comcast
Cablevision in Ontario,
Cllllf., was shot duri'll an

aborted armed robbery that ap­
parently targeted set·top con­
verter boxes stored in a ware­
house area.

A male telemarketing em­
ployee and a female customer
service repesentative were Ie6Y­
ire the bulldi'll at about 11 p.m.
on March 21 when they were
confronted by five masked e­
men.

The gunmen forced the two
back into the building. Where
they were bound and gagged.

However, the female emPloY­
ee apparently managed to trig­
ger an audible alarm that alert­
ed local police. One of the gun­
men then shot the male

empI(:r,ee In the abdomen~
the resulting confusion.

"Somebody tripped it [the
llI8rm1" said linda Jotnson,~
lie Informlltion officer with the
0nlBri0 Police Department. "But
the victim was shot after the
alarm went off.•

The injured employee was air­
llfted to a local hospftaI, wheIe he
was repcr1lldly in stable cordIkln
late last~ His name was not
~ released for fear c:A repisllIs,
Johnson said.

Ontario Crime Stoppels, a local
community group, has offeI'ed a
reward for information Ieadirc to
the capture of the gunmen.

"It's horrible: said Connie
Scholz, a corporate spokes­
\\OTIllrl for Comcast Corp. "We've
fleW( had reason to believe that
our employees were nat safe IC>
ing to their own cars. We're~

~ to take sectJlily to a level that
[wiH make) our employees c0m­
fortable and safe.·

SCh:IIz said the gumen did not
get any cash or Clll1\Iertef boxes.

System general manager Rich
Germano issued a memo the
moming after the shooting in­
forming employees that security
would be beefed up and that se­
curity guards would be available
to escort all workers to their
cars.

The Ontario incident was not
the first time that cable pirates
have resorted to violence.

In 1994, an attempted r0b­
bery at a Bronx, N.Y., warel1ause
resulted in a hostage situation
that ended with one system enr
ployee being severely beaten by
one of the gunmen and shots be­
ing eXChanged with police that
responded to an alarm....
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Bill comes due for·cable pirates: $50,000

I

aller the individuals who use them."
Nalionally, cable companies lost $7

billion in H.194 to the "black box" trade,
aeconling to the National Cable Televi­
sion AssociatioIL Some cable· eompolJies
estimate that one out of five cable view-
ers ll.~ a descnunblel". .. I. ,. •

For an indWitry that generates' about
$26 billion In annuai revenues, that loss is
too much to absorb, Bay cable officials.
Though some companies have amnesty

CABLE, Page 3f?

reflects a reeent tnmd.
"Cable operatcll"S have realized how

much money they're losing," said G. Wil­
liam Dunderdale, director Df security for
Cableviaion. "Instead of ju.o;t buslinK the
big guys, we lJeed tAl decrease the de­
man.d for th~. d~c:ramblers by going

;J _,~,.~,. :

fly Karen Aven(J/\(l
Ilwm: {,{lIlll}:~I'I'Nm;NI

,Pembroke pair gets maximum fine
For four yeanl, Patrick and-La-~;e for years of watchingwithout paying

Pililie never paid a cent for lh! dozen+f : _
HRO moviE"S and pay-fOl'-view e:dI'3Va- .; scrambler boXell to tune in illegally to ca­
WcInz.as they watched on ('able TV, Now, hie channels.
!hey have racked up a btJI of $50,000. ! Their fine is the maximum allowed by

IHUlt mont.h. a judge fined the Pem- federal taw for use or cable descnunblent.
hmke l'Ouple that amount for theft of IleT- But, while the Philies'lllwyer says hlB cli- .
~'i~ from Harron Cablevision. Ae~'een enls are being made exampll".8, industry
1000 3.!'d 1993, the Philies UlIed two de- executives say; their harsh p~m~nt
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,Pembrok~
pair fined
$50,000 in
cable ease
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progr.rm!\ for deserambler users,
others have chosen to go after indi.­
\idual u...~.

More than '2,000 descrambling
cases were proseettted across the
country laat year, with perpetrators
often re(:ei'ving near-m~um fines,
association officials said. :

. Locally, D\Ulderdale says, h~ e&n

ocly recall two or three recent cable
pirating cases on the scale of the
Philies. But ~1l1iam Durand, eIeCu­
tive vice president of the New Eng­
land Cable Television Association,
says he exped:$ an inerease because
of a 199".2 law that stiff'ened penalties
for people who use illegal. de­
scramblers. Al..o:o, be said, devices
have been developed that let eom­
panie$ trace cable thieves.

Cable companies aLLw ClUJ traclc
illegal 'i~\\·~ when the vendors or"
descl'8.I'Dblers give uP· lists of their
clients as part of plea barg-clins..·

,"" : "By prO&eC\1ting black-bool~
, cable executh'es sa)', theire reee~
. ing lust p1'oj,t~ find helping" h~~e8t

viewers. The average national rate
~or cable ser.ice is about ~ a
month and officials say it has edged
up because of the black box tnai-ltel

Many people caught with de­
serambler boxe$ pay the minimum
fine of $250 - or $100 if they commit­
ted their crime .innocently. But 2fi
people on an FBI list of alleged cable
pira~8 that incl\lded the Philie&'pa.id
between $.5.000 and $10,000 in out­
of-court settlements, said Da\-id Sor­
l'enti, the Brockton lawyer who re­
present.:> Harron Cablevision.

?'either of the Philiei could be
reaehed for comment, but their law­
yer said th~ fine is much too high.

IraLuk~-of PIYJIlouth said that '
even if the couple knew it was IDepl
to use the boxes, wbicll they saw'ad­

ivertised !l>r $150 in a J218S&omarket
..•eleetroDiea maraime. the crime: is' II.

minor ODQ that is being punished ex-
cessively' ""..... ". ,: ., ';. .

"1'h~se black boxes mar be
against the law, but so is copYini
magazines or software," he.Aid.
"The cable eompanies Ire justbeing
super~greasive to· set' an example
and scare. people.." ..' ..
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Cable pirates fined $50,000

Please see CABLE - Page 11

Pembro' ke couple Twenty-five of the subscribers oamed on the liSt
reached out-of-court settiementA of between $5,000 and

• •.. _ , .... $10,000. The oth~r four are scheduled to go to trial later

got channels Illegally -this year, SorrentI said.
. 'Patrick Philie, whCl lives 00 PJymouth Street, admits

. he o~ed the illegal descramblers. But he said that he
watched far Jess than $50,000 worth ofprogramming. aod
that he won't be able to pay,the fine.

"I'm OD disability. I'm getting SSt Good luck to them
in getting the checks." said Philie. ·who does not 'work
because of poor circulation.

The Philies' lawyer, Ira Lukens of Plymouth, was not
in court when the fme was levied and has since asked
Brownell to reconsider the fine and charge the Philiee
$1(1), A hearing date has been set for April 16.

of Brockton, who repreaenu the cable company. "Cer­
taiDl, the fme ia a detenent to other people who might
want to UIe these boUl.'· ,

The Philies were among about 30 HarroD aubscribefs
from the South Shore who three years sao were on an FBI
list of people who bought Ulegal de&cnlmblers froID a
California company called Global Cable Network.

The small, round descramblers are connected to the
boxes issued by cable companies and override the
channel-scrambling mechanisms in them.

By Gary Sussweln
The Patriot ledger

PEMBROKE - For four years a Pembroke couple
watched HBO and pay-per-view Ilhow8 (}Jl their televi­
sians for nothing. Now a judge h88 ordered them to pay
$50,000 for theft of the eevicea. .

Patrick and Laurie Phili.e oWDell two cabledeec:rambler
boxes from 1990·to 1993 that illegally tapped into the
channels BO they collld watch shows they hadn't paid for.

The fine, issued by District Court Judge Thomas
BrowneD in the civil case last month, is the muimum al­
lowed by federal law. It includes more than $8,000 in
interest and almost $2.000 for legal fees for Harron
Cablevision,

"H8l1'on had lost money over the period of time that
the Philies had used the bOI," said lawyer David Sorrenti
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i''' <Monthsn 2,000 descramblm, cuee were prosecuted
~ the- nation last year. Judgu lIequentJy charged the
}Jhftlmu!l1 fine allowed· by law, aCCOlding to the National
;.(';able T.teVision A8B0ciation.
...,;.1j Tbila h a CODllDon problem," said William Durand,
n.cutiYe vice president and ,eneraJ counsel of the

'tBraintrelt-based New EnPmd Cable Television Aaaocia·
tion. "On. of the problems is in getting the public to
~.-derstalld this is a valuable service you can't steal
.";, , .~lJtJ6 not a victimless crime. If everyone receiving HBO
,,*tH paying for it, it would be lee. esperl6ive."
:~ '1J'he'Philies were not charged with eny criminal
~tiollA. '.

Patrick Philie said this week that be bouIht the illegal
'tiatfte dekramblers for $150 in 1990 through an advertise­
'ltaent in an electronics magazine. He said ~ cot rid of
-them several weeks later \tbeD he learned they were
:U1ec:al. '

"I had it leas than a month, and they're trying to stick
•me for yean,·' he said. .
., -~~ut tbe lAwyers for both parties said Philie kept the de·
ectamblm - with one of them connected to the
~ion - until Kingston police seized them in about

-;1993. ~police were in hia apartment on an unrelated
~tter. - .

"-', I.HerrOIt~fiJed complainbl agajnst the Philies two.,yeara
-ap.-CoDJlSany officials said the couple potenijaUy could
have stolen up to $20,000 worth of pqramming ayear

.:utt-eech- box.
Court retards show that hearings were delayed four

times in the caU, and that the PhUie8.had not responded
to requests for information from Harron.

o LukeDl aaid his clients would bave fought the charges
altogether, instead ofjustc:onteating the amount they are
~flejJIg fined, iCthey bad.more money (or JegaI feee.
,.~ ~incetb. complaints were filed. Harron bas abut off
_.fhil!~'.$12.69-a·mentb cable service.

o~~;'Fjtricl-Philie said that's fine with him. "It was a good
~Jlg to happen, because I have a satellite dish now," he
sei(f! "I ha.Ve 130 channels with that. II

~"i'l4.urie.P.bilieno longer lives on Plymouth Street and
coUld Dot be reached tot comment.
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CONNECTICUT CABLE COMPANY "ZAPS" CABLE THIEVES

Tele-Media Company of Western Connecticut Uses
High-Tech "Electronic Missile" to Disable Illegal Boxes

WASHINGTON, DC - In an effort to stop cable thieves, engineers at Tele-Media
Company of Western Connecticut, in association with Scientific Atlanta, recently transmitted
an "electronic missile" over the system, which rendered useless illegal signal converter boxes.
The "missile," a powerful electronic pulse, disabled converters that had been altered to
illegally receive programming without paying for it. The electronic missiles circumvents, and
in no way affects, the converters used by legitimate subscribers.

Those customers whose illegal boxes were disabled by the pulse are given the
opportunity by Tele-Media to return the converter, and arrive at a settlement that will enable
them to become customers in good standing. After the grace period, Tele-Media will prosecute
those who refuse to come forward to settle. "The 'missile' is the first step in Tele-Media's 'no
tolerance' policy with respect to theft of service," said Douglas F. Best, Tele-Media vice
president and general manager. "In this age of rate restrictions, alternate media sources, and
increased competition, theft of service is not something we can tolerate. Those who steal
service make honest, paying subscribers subsidize the cost for those who steal it."

Tele-Media's high-tech, get-tough offensive against illegal cable piracy was commended
by James Allen, Director of NCTA'S Office of Cable Signal Theft (OCST). "Tele-Media's
'missile' demonstrates that even smaller cable systems have large artillery to combat signal
theft. They are using a three-tiered approach: technical; legal; and educational, to deter signal
theft."

Cable television piracy costs the cable industry and franchise communities around the
country - through lost franchise fees - nearly $4.7 billion per year (figures are based on a 1991
survey conducted by NCTA's Office of Cable Signal Theft). Those costs put pressure on the
cable rates paid by law-abiding cable subscribers; further, cable theft often compromises signal
quality throughout a cable system.

- 30-

National Cable Television Association
1724 Massachusetts Avenue, NW
Washington, D.C 20036
(202) 775-3629 (202) 775-3675 (fax)
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NEWSWIRE
Stolen Cable Set-Tops, Silicon Chips
Seized in March 7 Raid by LA. Cops
The Los Angeles County Sher­
iffs department seized several
thousand stolen cable boxes
and a stash of silicon chips in
a March 7 raid on a North
Hollywood, Calif., warehouse,
residence and lab. Police took
two suspects into custody but
didn't make any arrests. The
raid ended an IS-month inves­
tigation led by Continental Ca­
blevision of Los Angeles.

•
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, For Ibedevices 10 work. explained uted 18 iI,cstiglliDl.
Brocklesby, Ibe user mllSt pay Cor ' "Tca is aoumhrz suCftcieDt to, get •
lhe basic cable pacbge. Every olbc::r the R:allltaltioD of t1Jc FBI aDd do'a
signal caD tbcn be desaamblcd by somewbJt'subslaDual probative
the bOL For evay box c:urrenlly inv~IlioI," said DaYeapart.
being used, Post·Newsweek loses', '~porl also poiDltd out that
$4S.2S in WlCDIIe based on the pr~ usiDl die device is abo IDelal.
miwn cbaunds aJODC. Losses in "We'd ho~ to catdI Ibose folb
rCYUlue aIJo occur OD pay-pc:r-view 11ShIC'Iho dmce," be said.
dwlncll such as movie.. which coil AI thC lime of publicalion, ,DO

betweea $3 and $6 each. and special invC5ligaliou"to this mattet had
events wJric:h CID cost up 10 $40 a beeD laidakd.· IDd no formal com­
sbowiD,. ' 'plaiDl lIaWl Yesl.rebl bad beeD

Brocldcsby said lhal Posl-', r~.·; -.:"",~'. ~ __ ,'
.~ .. _. -

ciJ -,'--'-

~ FRO,&.-i.~ Je~F BuGu,J -rri' O~~E~t/€R f R:ro RA~~I fJ,&1
"ciJ

~ _ -rl1CJ\.K- '10~ ?or' 'IOu.(" lA. SS ( <j~ u - pleuSe-
...;.~I (Y\~ ,--f. ~o v.. fI\~ e.-.-'l'l ~~ , CJ r

_ i /\ f'=..or ~+-,~n f'e Cf o.Ie..t (Y) G -tl-tA~ ISS t.le.

5 SJ JeJI DueD
~ uad Sa, P. nariDleI'
H Obstner stalf writen
§ Copyri,hJ March 6. 1996,
1.1 11Jl Obstrvtr
!: Rio Rancho Ciry COIIDcilOl-elcet ROil YC5ttebi has

-beca aCClJSed by rwo different sources 01 making ad
dislribuling devices thal illesall, dcscramble cable
~le.vision signals, allowiJJ, users to receive premium
channels withoul payilg for Ibem.

City Councilor TOD' Popper. Yestrtbi"s chic:!
oppone.nt in this wcck's city eIectiOD, said be bougbt
ODe of the descrambliD, dcvioea from Yesttcbi abOUl
a year and a hall 810 (or roughly SISO. Popper
admiItcd Ibal be knew the device was ille,a1 Illbe.

]'I time be purchased il Poppcf also said he be.w of al
~ least 10 oaher people' "'bo rc:ceived one of the
~ drn«s from Yeslrebi, 001 be would Dot revea their
~ names.
:£ Popper turned the descramblf'l' over to POSl­
J'l Newsweek CabJc. which ptoricks cable t.clevision

savices iD Rio RaDcbo, aboUl two weeks ago.
LO Wkn asked if be bad madc • descrambliDg
¢ :leviee. Ycstrebi lold The Observer: "I have made
~ )tVt.Ja) exptrimeotal ones, yes," but deaiecS sdWi. a

- _._- - -- - - .. _. ".' -



paying.
To combat the lOiSs, Tel is

taking its evidence to authori­
ties to bring misdemeanor
charges against otrenders. So
far, there have been two such
prosecutions. The most rece!lt ,
C3$e resulted in a'$210 fine
against a Stewartville woman.
Patricia Susan Kirkbam, 42. '
She was sentenced in Olmsted
District Court Feb. 9 on the
misdemeanor theft charge. In
addition to the flne, Judge Den­
nis Weber ordered her to pay
restitution ot' $519.19.

Fenske said a cable crew was
cal1ed to ber residence on a
service cal), A TCI employee
saw a black box on the televi­
sion set, and checked it to see
jf it was receiving all the pre­
mium channels. It was. The
employees seized the bo~as
permitted UIlder federal laws.

Fenske said a similar conYic- ..
lion was obtained in a Goodhue'
County case.

~,~ .
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Carol DoselThe Post-Bulletin

Dick Fenske of Tel Cable shows the type of converter box
being used by hundreds of subscrtbers without authoriza­
110M, costing the company thousands of detlars every month
In lost revenue.>
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Cable company battling back
against unauthorized boxes
By Janice Gregorson

)'he Post-Bulletin
Tel Cable otRochester is

taking the offensive in its battle
against theft ofservices.

The company is focusing its
attention on customers who
have purchased converter
boxes through. magazine ads
and are using them \\itbout
authorization to tap into premi­
um channels tree.

Dicit Fenske, installer te-chni·
, cian at Tel, said the company
figures about 1,000 customers '
in the Rochester area are using
the boxes without authoriza­
tion.

That amounts to about a, ,
:$&0.000 loss monthly to Tel ­
based on what it would cost
those customers to purchase all
the services. He explained that
while the customers subscribe
to basic or expanded basie s.,r­
vice, they are using the expen­
sive premium cbannels without



HOUSIOtt CHRDNI~

·3 charged
in theft of
cable senice

FEB. 151196

Wamercable~Pam
'1'borDe aid t:be new law 'IIU 1UCt-

· eel.''''' tbe J.II5 IeIiIIatife III'
IioD .. the penal code was
rewritteD. UDder the old law, au­

, tborftieI bIld to ....,.. a peJ'IOD
ace&IMd of ateIIiDa cable service

· KbaaUyboobd the Iq1IipmeDt up.
. To maD it IIIiIr to prosecute

· able· tbeft caMI, tile law, WII re­
wwded ia 1. to maU It iUepl to
purtbIIe.poDell. bDokup ormaiD·

· ~abIe..mcewltbout""'fDr·
it.

"'Tbe........ to under­
stIDd tbeft 01eabIe.mce Ai1Uepl.
aDd we laD It ., reno...•
TborDe IIid."CIble tbIIl is uDfIir to;

. ·our PI.l'iDI CUIblmera.•
Autboritiea IN DOt sun bow

IIIIIIYeuatomerI.were reeeMng the
aerW:e. tam McCaaa. 'Re)'nI and
MartiDIlz.

TborDe AId aut!lcIrtttes estimate
that tb6 three ..... u11in& four or
ave COIMU'terbaIeIaweek, but it is
UDdear bow IonI they bad beeJl
.doiDIlO. .



Feds Bust Nebraska Pair
By LINDA HAUGSTED

Federal prosecutors in
Atlanta have issued a
23-count criminal in­

dictment against an Omaha,
Neb.-based business that in­
vestigators say is a signifi­
cant source of altered cable
converters.

Named in the indictment,
issued by the U.S. District
Court for the Northern Dis­
trict of Georgia, Atlanta Di­
vision, based on a Federal
Bureau of Investigation
probe, are Gene Abboud and
hia son Joe Abboud.

The indictment accuses
the pair of wire fraud (for ar­
ranging the purchase and
sale of altered boxes over the

telephone), conspiracy, unau­
thorized interception of cable
service and money laundering.

The U.S. Attorney's Office
in Atlanta is moving to seize
$324,700 in cash that was
coUected in the course of
making the case against the
business.

The pair have operated
since at least 1988 under a
variety of names, but the in·
dictment specifies United
Imports Corp. of Omaha,
which is also known as G&A
Distributing Inc., doing busi­
ness in Council Bluffs, Iowa,
and M.D. Electronics of Om­
aha.

Cable piracy investigators
rejoiced over the action, say­
ing it puts a crimp in the op-

erations of a dynasty of sorts
in the converter alterations
business. Other Abbouds are
also the target of suits. An­
other son, David Abboud. is
the subject of a civil case
pursued by General Instru­
ment Corp. in federal court
in Pennsylvania that comes
to trial next month. GI al­
leges that David Abboud's
business, NuTek Electronics
and Manufacturing, has vio­
lated the 1992 Cable Act and
the Lanham Act. which gov­
erns copyright violations.

The Abbouds did not return
phone calls placed to the office
of M.D. Electronics. Jim
Allen, head of the National
Cable Television Association's

Sell FIDS, _ 51

Feds Bust Nebraska Pair
CGntInued "- ..... 6
Office of Cable Signal Theft,
lauded the U.S. Attorney's Of·
fice for the breadth of the At·
lanta indictment. He said it
was difficult to quantify the
amount of the pirate market­
place supplied through the Ab­
bauds' busineBBes but charac­
terized it as considerable.

The Abbouds have been ac­
tive in the National Con­
sumer Cable Association, a
lobbying group established by
set-top distributors in 1993 to
publicize members' views that
consumer electronics owner­
ship language in the Cable
Act legalizes sale of set·tops
directly to consumers. Joe Ab­
boud was a founding member
of the board of directors. The
NCCA even filed suit in U.S.
District Court in Nebraska on
behalf of M.D. Electronics, al­
leging that FBI raids con­
ducted in 1992 that led to last
week's indictments were im­
proper.

But the family is unlikely to
get NCCA support this time.
A recording at NCCA admin·
istrator Ilene Reed's number

stated the phone was no
longer in service.

Calls to NCCA members
netted a referral to a
spokesperson's number in the
Omaha area code. A woman
who answered the phone
there stated tersely that the
NCCA "is no longer in busi­
ness" and then hung up.

Cable industry sources said
the association crumbled due
to arguments over the
amount of dues and fears that
its membership list would
provide too much information
to investigators.

It also suffered due to set­
backs to member companies.
For instance, Novaplex Inc. of
California, owned by founding
board member Trev Prevost,
agreed to a $2.7'5 million
judgment to Continental Ca­
blevision Inc. to settle piracy
suits in 1994.

Although the United Im­
ports investigation was con·
ducted with the apparent co­
operation of Scientific-Atlanta
Inc., United Imports also
dealt in other brands, includ­
ing Jerrold, Tocom. Zenith,

Hamlin, Eagle and Pioneer. S­
A declined to comment on the
indictment or investigation.

According to the indict­
ment, equipment in United
Imports' inventory at the time
of a 1993 raid included pur­
chased and stolen set-tops.

The indictment offers an in­
side look into United Imports'
operation, including how it
trained customer service per­
sonnel to explain that convert­
ers they sold were unde­
tectable by cable companies
and "bulletproof," that is, im­
pervious to electronic bullets
sent to addressable boxes in an
effort to disable doctored
boxes.

The FBI made the case
against United Imports, ac­
cording to court documents.
by getting a ·cooperative
witness" to sell several hun·
dred S·A boxes to the Ab­
bauds. Investigators later
made individual purchases
of set-tops that proved to be
from that lot. They had been
altered to illegally receive
all cable signals, the indict­
ment alleges. WI
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L.A. Jury Convicts Set-Top Distributor

documents.
111C jury convicted the trio of

two counts of conspiracy: one
based on their manufllclurin!{

The iury
convicted the

trio of two counts
of conspir()cy.

Los ANnEI.Es - A Los An­
gelcs Supcrior COllIt jury vot­
ed to convict a major distdbu­
llll' ofaltercd set· top hardware,
his son and his business man­
ager on three felony conspira­
cy counts and one misde­
IJICillwr.

Alvin and David Poll and
•Jonathan Corncll face a max­
imulJI "rison term of three
years llnd fines of up to
$~7,OOO. Sentencing is sched­
uled fill' next month.

The hio ran businesses un­
der names including Pacific
Cahle Cu., Cahletronics, West
(:"(st EleclrulJics, Cable
E'Iu\llment Brokerage and Re­
Jlllhlic (:ahle Produds, llccord-

ing to court doc­
uments.

Alvin Poll's
downfall began
with an investi­
gation initiated
by Continental
Cablevision in
1992. With evi­
dence collected
by the cahle
company, the
Los Angeles and
Las Vegas police
departments
served warrants
at locations in their respective
cities in 1993. The raid result·
ed in one of the largest
seizures of unauthorized

equipment ever
til IlCCIl rill the
U.S., plus husi­
ness records.

An examina­
tion of the pa­
perwork show­
ed that at least
2,70{) altered
set-tops were
shipped to fIll­
dresses within
Continental's
Los Angeles ser­
vice area, ac­
cording to cllse

and distrihut ing IlIIaul hori:ll~d
sct-ttlJls, allli the sel'OIullill' dp·
frallliing L1w cllhll~ oJleralllr
and the citics of Los Angeli),;
lind (:OlJlptOIJ. l'l'hel'l 111";';1)";

em;t the !'il il!S li'ill1l'hisc li!l~ rev­
ellllC.1

The lIIisdeliwanor abll re­
lates to dist rilllil illll .

III allditioll, I :OlltillclIlal
filed a civil case, seekillg 1111­

specified dllmages, agaillsl
Alvin Poll and a seeo"d SIIIl,

Darryl, ill U.S. District
COllrt in Los Angeles.

A .July ~5 trial date has
tentatively heen sd f'II' lhal
actioll. The crimillal convic­
tion should help jJi L11ll case
against the senior 1'1111. -MCN
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Pirate Cable Decoders Popping.Up On Market

Operators face liability
claims from use
of some pirated

hardware.

By LINDA HAUGSTED

BUENA PARK. CALIF. - New versions ofunau­
thorized cable decoders, with names like "The
Stealth," "The Boss" and "Everquest," are con­
tinuing to proliferate, with 17 appearing in the
last 18 months alone, according to security spe­
cialist Philip Deming.

Features are becoming more sophisticated, too,
Deming warned at a recent seminar for system
security officers here. One de-
coder is designed to look like a
CD player and allows a cable
subscriber to revert to his au­
thorized service level ifa cable
technician comes knocking at
the door.

Besides losses due to theft of
service from devices, operators
could face product liability
claims from the use of some
new pirate hardware.

For example, The Stealth,
manufactured in the Pacific
Rim, is a decoder placed inside
a Panasonic casing. The prob-
lem: The illegal technology i.nside blocks the
vents on the side of the set-top. The heat buildup
could cause second- or third-degree burns to a
child, Deming said. Victi.ms could try to make
the operator a party to a claim if an injury oc­
curs.

Operators weaken their chances of scaring con­
sumers out of buying illegal hardware by failing
to notify them of their liability to prosecution.
added attorney Geoffrey Beauchamp. To save on
paperwork. few operators insist that subscribers
sign an equipment lease agreement detailing the
appropriate use of a set-top.

Operators could also educate consumers by in­
cluding in bills the definition of a legal convert­
er and an illegal decoder and the customers' lia-

bility under the Cable Act if they are found guilty
of theft, he said.

Operators will have better luck convincing a
judge a signal thief actively committed a crime
if the billing notice contains antipiracy informa­
tion, Beauchamp said. In addition, the strength­
ened case could result in higher judgments for
the operator.

Theft by employees is also on the rise, the ex­
perts said, due in part to lax procedures by op-

erators. An informal poll of
seminar attendees from compa­
nies including Tele-Communi­
cations Inc., Jones Intercable
Inc. and Comeast Corp. showed
that few have programs that
limit access to equipment ware­
houses to authorized employees.

Other holes in the system:
Equipment deliveries are left on
unsecured loading docks for
long periods of time, and sys­
tems don't always unwrap in­
ventory and begin tracking set-
top movement until they put
the boxes into circulation.

Even more obvious security measures are
sometimes overlooked, such as pulling the ID
badges of separated employees. Deming told of
an angry ex-employee of an unnamed system,
who, through a friend of the company, collected
lists of the day's disconnects for weeks after his
termination. He "serviced" the customers, tak­
ing the boxes to sell on the black market and
leaving the company with dozens of angry cus­
tomers who continued to be billed for service af­
ter they dropped cable.

ID badges should include expiration dates,
Deming suggested. and operators should retrain
employees in antipiracy procedures and the sys­
tems' liability for theft as a requirement for re­
newing their badges. -MOf


